1. WEBSITE PRIVACY POLICY

In accordance with current legislation, we inform you this website https://pilot.megaskills.eu

domain belongs to European Entrepreneurs CEA-PME.
1.1 Intellectual and industrial property rights

The whole content of this website, logotypes, texts, pictures, designs code numbers of products
and other items, as well as the structure, design, combinations of colours and the content’s
presentation manner, is affected by industrial and intellectual property rights owned by
MEGASKILLS or by third parties with whom MEGASKILLS has negotiated its use. These rights
must be respected by website’s users. MEGASKILLS introduces all this information through its
website with the aim of advertising its products and activities. MEGASKILLS warns that all these
elements and code numbers can only be used for this purpose and quoting its source and
identification code number. Its transformation or alteration is not licit, neither public
communication nor any other way of exploitation for any technique or procedure without the
authorization of MEGASKILLS.

1.2 Contents liability

MEGASKILLS accepts no liability for any type of information contained on other websites that
can be accessed via links on this website. The purpose of the links displayed on the website is to
highlight the existence of other sources of information related to the topic being discussed on
the website of origin. This in no way implies a suggestion or invitation to the user to visit the
destination website. MEGASKILLS is no way responsible for the result obtained by using these
links, which are not checked or verified by MEGASKILLS.

1.3 Data protection

In accordance with current legislation of Personal Data Protection, MEGASKILLS project informs
that all personal data collected from this website will not be registered to any file nor will be
object of any sort of data processing but will be only used to attend information applications of
individuals who use this means to contact MEGASKILLS Personal Data only will be added to
MEGASKILLS files with the user’s previous consent and, in no ways, they will be hand over to a
third person without the previous consent.

2. GENERAL TERMS AND CONDITIONS

General Terms and Conditions. Last update: November 21st, 2025

The development of soft skills, which range from communication skills and teamwork to time
management and decision-making, is essential. Though not easy to quantify by tests, soft skills
are important for the European Skills Agenda. However, high atomisation and the absence of
rigorous and affordable training and assessment methods constitute critical gaps between soft
skills on one side and the education and the labour market on the other. In this context, the EU-
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funded MEGASKILLS project (GA 101094275) will fill these gaps by designing an innovative
methodology for soft skills taxonomy based on industry and education needs. It will develop
training and evaluation techniques through data from players’ interactions with their favourite
video games, Al, and machine-learning algorithms.

MEGASKILLS acts according to the Articles 12, 13 and 14 of the European Regulation 2016/679
of the 27th of April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data (“GDPR” in the following, namely General
Data Protection Regulation), informs on the following:

2.1 Definitions

Personal data means any information relating to an identified or identifiable natural person
(data subject); an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person;

Processing means any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

2.2 Controller and Data protection officer

Your personal data will be processed, under a joint controllership regime, by the following
entities forming part of the aforementioned consortium (hereinafter, the “DATA CONTROLLERS”):

o FUNDACION TECNALIA RESEARCH & INNOVATION
Address: Parque Cientifico y Tecnoldgico de Bizkaia, Astondo Bidea ed. 700 — E-48160
Derio (Bizkaia) Spain
V.AT.: ESG48975767
Phone: +34 946 430 850

e ALL DIGITAL AISBL
Address: Rue du Commerce 123, 1000 Brussels (Belgium)
V.A.T.: BE0830256454
Phone: +32 2 893 0201

e UNIVERZITA PALACKEHO V OLOMOUCI
Address: Kfizkovského 511/8, CZ-779 00 Olomouc (Czech Republic)
V.A.T.: CZ61989592
Phone: +420 585 631 111

e European Entrepreneurs CEA-PME (CONFEDERATION EUROPEENNE DES
ASSOCIATIONS DE PETITES ET MOYENNES ENTREPRISES)
Address: Avenue de la Renaissance 1, B-1000 Bruxelles (Belgium)



V.A.T.: BE0871016745
Phone: +32 2 739 62 64

e CEGOS ESPANA LEARNING & DEVELOPMENT SA
Address: Calle Puerto de Somport, 9 — Planta 1, 28050 Madrid (Espafia)
V.A.T.: A28056604
Phone: +34 91 270 50 00

e UNIVERSITY OF SOUTHAMPTON
Address: University Road, Southampton SO17 1BJ (United Kingdom)
V.A.T.: GB568630414
Phone: +44 (0)23 8059 5000

e ESCRIBANO SERRANO JOSE MANUEL
Address: multiplayer.education@gmail.com

2.3 Why does MEGASKILLS need to collect data?

MEGASKILLS collects data to enable the functioning of its platform, which includes the
integration of users’ Steam accounts, the analysis of gameplay behavior, and the estimation of
users’ transversal soft skills such as Complex Problem Solving, Critical Thinking, Cognitive
Flexibility/Adaptability, and Time Management.

Data collection is required to feed Artificial Intelligence models that analyze playtime,
achievements, and performance indicators to infer soft-skill development and provide
personalized recommendations.

Additionally, the platform uses collected data to issue Europass Digital Credentials, manage user
accounts, ensure system security, support administrative processes, and personalize the overall
user experience.

These activities are directly linked to the objectives of the MEGASKILLS project.

In addition to the purposes directly related to the operation of the MEGASKILLS platform and the
analysis of gameplay data, MEGASKILLS may also process your personal data for communication,
administrative, and participation-related purposes associated with the project’s activities and
engagement mechanisms.

Specifically, your data may be used:

e To communicate with you when you send us an e-mail.

e To send you informative and/or commercial communications by e-mail about the
activities, initiatives or programmes of MEGASKILLS.

e To answer your questions, queries, suggestions or request opinion or satisfaction
surveys.

e To manage your registration, attendance and contracting to the different initiatives
promoted or organised by MEGASKILLS.

e To assess and manage the proposals that you send us within the framework of the
different activities, initiatives, programmes and challenges of MEGASKILLS.
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e To perform segmentation tasks. We can carry out the segmentation or elaboration of
profiles in order to direct our communications and programmes. The analysis of the
profiles will not have any significant effect on the user’s rights.

e To assess and manage the proposals that you send us within the framework of the
different activities, initiatives, programmes and challenges of MEGASKILLS (including
among the others, MEGASKILLS survey activities).

2.4 Data collected

MEGASKILLS collects personal, demographic, gameplay-related, system-generated, and technical
data in order to support the operation of the platform and provide personalized insights and
services.

The collected data categories include:

e Personal data provided by the user: name, email address, password (encrypted), user
type, and affiliated organization.

e Demographic data: age, gender (encoded), employment status, country of birth,
country of residence, and information about temporary stays in another country.

e Gameplay data retrieved from Steam: SteamlID, total playtime, playtime per game,
number of achievements, list of games, Steam level, and public profile information
depending on profile visibility settings.

e Data generated within MEGASKILLS: estimated initial soft-skill levels, predicted weekly
improvements, game recommendations, user process status history, and evaluation
form results.

e Technical and system data: account creation date, last login timestamp, internal status
codes, and any system interactions required for authentication, monitoring, and
platform management.

By providing your data, you ensure us that these are true, accurate, complete and up-to-date,
responsible for any direct or indirect damage or loss that may be caused as a result of the breach
of such obligation. In case you provide us with third party data, you must have the consent of
the same and commit to transferring the information contained in this clause, exempting us from
any responsibility in this regard.

2.5 Voluntary participation

Your participation in MEGASKILLS is entirely provided on a voluntary basis. If you choose not to
participate in the study, you are free to do so.

2.6 Duration and right to withdraw

You have the right to withdraw from any MEGASKILLS initiative at any time. All personal data,
including Steam-derived data, logs, backups, and Europass issuance records, will be deleted
three years after the end of the project or three years after user inactivity (e.g., no login for 12
months). Data will also be deleted immediately upon user withdrawal. Backups will be retained
for the same period as the primary data. Users may request deletion of their data at any time by



contacting. For requesting the deletion of your data, please contact:
mailto:pilots@megaskills.eu.

2.7 Information sharing and confidentiality

Your information and the acquired data are strictly confidential. Your data and information will
be used for research and administrative purposes only by the members of the MEGASKILLS
project. In no cases will your data be sold to third parties. The analysis of results might be subject
of scientific publications, always respecting the strict confidentiality of participants. In order to
do so, any information will be anonymized prior to publication. The experimenter and project
managers are strictly bound by professional secrecy when using your data and when managing
connections between your data and you.

2.8 Your rights regarding your personal data
At any time during the duration of the study you can rely on the following rights over your

personal data:

e Right to access the personal data we may hold about you and the purposes for which
we are using them (Art.15);

e Right to modify any personal data which is incorrect or requires updating (Art.16);
e Right to delete any personal information pertaining to you (Art.17).

By flagging the Privacy Policy disclaimer, which asks for your consent for processing and using
your data, you agree with this MEGASKILLS policy.

You may exercise your rights and/or withdraw your consent by sending an email to
david.kosina@upol.cz. Your requests in this regard will be handled in a coordinated manner and
on behalf of all the DATA CONTROLLERS by MEGASKILLS consortium. Notwithstanding the
foregoing, you will retain the ability to exercise your rights against any of the DATA

CONTROLLERS; for these purposes, you may contact them at the postal addresses indicated in
Section Controller and Data protection officer. Finally, we must inform you that you may lodge a
complaint with the competent Supervisory Authority, particularly where you have not obtained
satisfaction in the exercise of your rights.

2.9 Data processing and security measures

MEGASKILLS partners involved in the open calls process lawfully the data described above
according to the legitimate interests pursued by them (see Article 6, paragraph 1, letter f of the
GDPR). These legitimate interests are the performance of the MEGASKILLS’s activities.

2.10 Automated profiling

MEGASKILLS partners don’t use process personal data by means of tools for automated profiling.
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2.11 Personal data storing tools

MEGASKILLS partners can use data storing tools located both in the company (file server installed
in the headquarter) and in the cloud, these latter managed by European or US companies. Whilst
European companies must be compliant with the GDPR, US companies must ensure an adequate
level of protection according to the agreement (UE).

Data transfers to Valve Corporation (US):

The MEGASKILLS platform transfers SteamIDs to Valve Corporation (US) via the Steam API to
retrieve gameplay data (e.g., playtime, achievements). This transfer is conducted under the EU-
US Data Privacy Framework (DPF), a GDPR-compliant mechanism. Valve Corporation is certified
under the DPF, ensuring adequate data protection. View Valve’s DPF profile for further details.

2.12 Acceptance and consent

MEGASKILLS partners involved in the open calls process lawfully the data described above
according to the legitimate interests pursued by them (see Article 6, paragraph 1, letter f of the
GDPR). These legitimate interests are the performance of the MEGASKILLS’s activities.

2.13 Modifications in the privacy policy

The MEGASKILLS project’s consortium reserves the right to modify this policy to adapt it to
legislative or jurisprudential changes, as well as to industry practices. When we carry out these
changes, we will announce them before their implementation.

Likewise, this privacy policy may vary depending on legislative requirements or self-regulation,
so we advise you to visit it periodically since this privacy policy is applied as soon as you, as a
user, use a contact form of comments, contact, subscription or simple navigation.
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